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It is with immense pride and enthusiasm that I present the foreword to the edited book titled
"Cognitive Computing for Intelligent Decision Support Systems." In an era marked by rapid
technological advancement and increasing reliance on intelligent systems, this book emerges
as a timely and valuable contribution to both academia and industry.

The convergence of Artificial Intelligence, Machine Learning, IoT, and cognitive computing
is transforming the way decisions are made across domains—ranging from cybersecurity and
healthcare to digital governance and supply chain systems. This book delves into these
multidisciplinary intersections, exploring not only the technical innovations but also the
societal implications of these emerging technologies. Topics such as biometric authentication,
6G communication, serverless architectures, and blockchain-driven data transparency are
discussed with scholarly depth and real-world relevance.

Our aim with this volume is to provide a comprehensive platform for researchers,
academicians, and professionals to share their insights and advancements in the field of
intelligent decision support systems. The diverse range of themes—from mental health
technologies and cybersecurity challenges to green data centers and subscription-based digital
content models—reflects the breadth and complexity of the modern digital ecosystem.

I would like to extend my sincere gratitude to all contributing authors, peer reviewers, and our
editorial team, whose efforts and expertise have made this book possible. A special thanks to
Bentham Science for their support in disseminating this knowledge to a global readership, and
to Chandigarh University for fostering a culture of innovation and research excellence.

I am confident that this book will serve as a foundational reference and inspire future research
in the evolving landscape of cognitive computing.

Warm regards,

Manpreet Singh Manna

Vice Chancellor

Chandigarh University, Mohali
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The fast-evolving digital era demands intelligent, adaptive, and context-aware systems
capable of supporting human decision-making processes. As cognitive computing continues
to integrate with real-world applications, the need to understand, research, and build
intelligent decision support systems becomes more critical than ever. This edited volume,
Cognitive Computing for Intelligent Decision Support Systems, has been curated with the
intent to explore these transformative technologies and their multifaceted impact on society,
industry, and academia.

This book brings together researchers, industry experts, and academicians to share original
research, case studies, and emerging innovations. It covers a wide spectrum of topics,
including—but not limited to—machine learning in wireless networks, biometric
authentication, the convergence of Industry 4.0 and IoT, 6G communication systems, digital
content democratization, cybersecurity challenges, and blockchain-driven transparency. Each
chapter provides unique insights into how cognitive technologies are redefining the landscape
of decision-making systems across sectors such as healthcare, smart infrastructure, education,
and enterprise applications.

This book brings together researchers, industry experts, and academicians to share original
research, case studies, and emerging innovations. It covers a wide spectrum of topics,
including—but not limited to—machine learning in wireless networks, biometric
authentication, the convergence of Industry 4.0 and IoT, 6G communication systems, digital
content democratization, cybersecurity challenges, and blockchain-driven transparency. Each
chapter provides unique insights into how cognitive technologies are redefining the landscape
of decision-making systems across sectors such as healthcare, smart infrastructure, education,
and enterprise applications.

We would like to express our deep appreciation to all the contributing authors for their
valuable research and to the reviewers for their constructive feedback, which has greatly
enhanced the quality of this book. Our gratitude also extends to Bentham Science for their
collaboration and to Chandigarh University for providing an enabling environment that
encourages research excellence and global engagement.

We hope that this book serves as a significant academic reference and a catalyst for further
exploration in this crucial area of technological advancement.
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CHAPTER 1

6G Communication Systems: Innovating beyond
5G for a Hyperconnected World

Pradeep Kumar Sharma®’, Ashwini Kumar' and Avnish Bora’

" Department of Electronics and Communication Engineering, Poornima University, Jaipur,
Rajasthan, India

? Department of Electronics and Communication Engineering, Jodhpur Institute of Engineering &
Technology, Jodhpur, Rajasthan, India

Abstract: The increasing need for intelligent devices to access high-speed data and
cognitive computing is stimulating the transition toward a 6G communication system.
Advanced uses like digital twins and ultra-low latency networks help speed up this
necessity. With the help of Massive Multiple-Input Multiple-Output (MIMO), a key
feature of 5G and 6G, there is an added benefit of higher spectral, energy, and
reliability in hyper-connected infrastructures. In 6G, latency improvement is only a part
of the story, with data rates being transformed to a higher level. Large-scale massive
MIMO systems, combined with Reconfigurable Intelligent Surface (RIS) technologies,
support the 6G network, particularly challenges such as high power consumption,
hardware impairments, and channel estimation problems, which are multifaceted issues
of large-scale antenna deployment. RS increases signal propagation, excellent coverage
in dense urban settings, and journeyed wavefront pre-shaping. Further, emergent and
novel technology like Artificial Intelligence (AI) and Machine Learning (ML) will
revolutionize 6G Massive MIMO and will make it possible to optimize power
allocation, intelligent beam handling, and corresponding real-time antenna controls.
This chapter discusses how Massive MIMO can enhance 6G and identifies core
innovations, challenges, and areas of research interest.

Keywords: 5G, MIMO, Machine learning, Reconfigurable intelligent surface,
Wireless communication.

INTRODUCTION

Wireless communication technology is one of the main pillars of technological
progress that has changed societies through faster and more effective connections.
Though 5G itself is still under deployment around the world, the research and
development of the new 6G communication systems have already started. With a

* Corresponding author Pradeep Kumar Sharma: Department of Electronics and Communication Engineering,
Jodhpur Institute of Engineering & Technology, Jodhpur, Rajasthan, India; E-mail: pradeep.sharma@jietjodhur.ac.in
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projected roll-out date of circa 2030, 6G is expected to transform digital
connectivity further by alleviating the shortcomings of 5G and introducing new
opportunities that have never been available to industries, enterprises, and
consumers. Implementing Al, THz spectrum bands, and quantum technologies
will have 6G, an ultra-fast, low-latency, and highly intelligent network ecosystem.
This technological advancement is set to transform how man, machine, and
devices communicate to bring forth a truly interconnected world. The following
section will address the history of the 1G to the 6G.

Seminal Aspects from 1G to 6G

Since it is important to know about the development of the communication system
step by step, this section deals with the information related to 1G to 6G.

Communication of Mobile Beginning (1980s)

- Introduction: The first mobile networks, or rather 1G, were introduced around
the early years of the 1980s.
- Technology: Analog technology served as the primary medium for
telecommunications, specifically optimized for the transmission of voice signals.
- The key features include:
o A collection of basic voice calls that are of low quality and small capacity.
o No data plans.
o Influence: Paved the way to mobile communication so that people could now
communicate without the use of wires.

Digital Revolution (1990s)

* Introduction: The second generation, or 2G, came along in the early 90s.
* Technology: Converted analogue technology to digital technology.
» Key Features:
o Improved the quality of voice and capability.
o Data: SMS (Short Message Service) and simple services provided for data.
o Such technologies as GSM (Global System for Mobile Communications)
became standard.
* Impact: This ushered in the era of mobile data services, which enabled users to
send text messages.

The Era of Mobile Internet (2000s)

* The introduction: The third generation, or 3G, was introduced at the beginning
of the 2000s.

* Technology: Used packet-switched networks as a data transmission system.

» Key Features:
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» Much faster data rates (to a few Mbps).
» The introduction of mobile internet browsing and video calls, as well as
other multimedia services.
o Such technologies as UMTS (Universal Mobile Telecommunications
System) were created.
* Influence: Transformed the manner in which people communicate by allowing
users to browse the internet on their mobile devices.

The Broadband Revolution (2010s)

* Introduction: The fourth generation (4G) appeared toward the end of the 2000s
and the first decades of the 2010s.
* Technology: It is based on LTE (Long-Term Evolution) technology.
» Key Features:

» Highlights modern methods of assistance in labor exchanges.

o A connection speed of up to 100 Mbps (and above).

o Better support of online media streaming, online gaming, and high-definition

video conferencing.

o Improved connectivity as well as bandwidth.
* Influence: Has transformed mobile handsets into prospectively resourceful
sources of communication, amusement, and productivity.

The Future of Connectivity (2020s)

* Introduction: The fifth-generation or 5G started to be implemented towards the
end of the 2010s and is still rudimentarily underway.
* Technology: It uses high technologies, including millimeter waves, small cells,
and massive MIMO.
» Key Features:

o Blistering-fast transfer speeds (up to 10 Gbps).

o Low latency (latency as low as 1 ms) in providing real-time applications.

o An ability to handle a huge number of connected devices (IoT).
» Impact: Facilitates innovations in smart cities, autonomous vehicles, and
augmented/ virtual reality.

The Next Frontier (2030s and beyond)

* Introduction: The sixth generation or 6G is currently being conceptualized and
likely to be deployed in the 2030s.
* Technology: Anticipated to use highly advanced Al, terahertz spectrum, and an
integrated satellite system.
» Key Features:

o Expected data rate in excess of 100 Gbps.
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CHAPTER 2

Bridging the Gap: Emotional and Digital
Intelligence for the Modern World

Ekta Maini'", Silpa Ajith Kumar?, Baljeet Maini’ and Dheeraj Marwaha*

" Department of Computer Science and Engineering, Malla Reddy University, Hyderabad,
Telangana, India

? Department of Electronics and Instrumentation Engineering, Dayananda Sagar College of
Engineering, Bengaluru, Karnataka, India

* Department of Pediatrics, Maharishi Markandeshwar Institute of Medical Sciences and
Research, Mullana, Ambala, Haryana, India

* Amazon Development Centre (India) Pvt. Ltd, Hyderabad, Telangana, India

Abstract: Nowadays, Emotional Intelligence (EI), as well as Digital Intelligence (DI),
is needed in order to develop professionally and personally. On the one hand,
emotional intelligence (EI) is the skill of a human being to grasp, control, and express
his/her feelings. On the other hand, DI is the correct utilization of internet resources
and information, and online communication. While technology fosters global
interconnectivity, it simultaneously contributes to a decline in authentic human
interaction and a rise in mental health challenges. This has led to such problems as
cyberbullying, digital exhaustion, emotional isolation, and fake information. In addition
to offering the basic background knowledge which is related to emotional and digital
intelligence, issues in this chapter also explains the causes that lead to the disparity
between emotional and digital intelligence. In addition, the chapter also addresses how
the educational sector has been involved in coming up with strategies such as empathy
and mindful communication to minimize this gap. Moreover, the chapter also addresses
the importance of artificial intelligence in solving the gap by using emotional and
sentimental analysis, ethical Al, and Al-driven mental health care. The approaches
mentioned in this chapter will enable society to develop in a healthy, fair, and
sustainable way.

Keywords: Anxiety, Artificial intelligence, Cybercrime, Cyberbullying, Digital
intelligence, Depression, Deepfake, Emotional intelligence, Empathy, Ethical Al,
Fake news, Sentiment analysis.
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INTRODUCTION

The technological advancements in the present era have brought a significant
change in our lives. Rather than having face-to-face discussions, we mostly spend
our time in virtual environments. In the modern world, it is essential to have
digital intelligence in addition to emotional intelligence [1]. However, studies
prove that there is a big gap between these two [2]. Emotional intelligence focuses
on human values like empathy, motivation, ethics, etc., while digital intelligence
is centered around digital literacy, awareness about cybercrime, etc. It has been
observed that human is paying more emphasis on digital intelligence, and
emotional intelligence is now lagging behind [3]. As a result, many serious issues
like depression, cyberbullying, hate, efc., have emerged in the last few years. It is
very necessary to address this issue.

Over the past few years, our society has become increasingly dependent on Al-
based tools and digital communication. Though these techniques are fast and easy,
they usually weaken the human connection. Due to the lack of emotional
intelligence in these technological tools, problems like cyberbullying, social
isolation, loneliness, etc., have increased in the past few years [4]. There is a lack
of empathy and self-awareness amongst the young generation, which primarily
focuses on digital intelligence and neglects emotional intelligence. It is crucial to
maintain a balance between the two for building a better society.

There is a need to introduce a comprehensive strategy to bridge the gap between
digital and emotional intelligence. Educational institutions should take
responsibility for developing emotional and digital intelligence [5]. Education
should include human values such as ethics, empathy, etc., besides the responsible
use of technology. The workplaces ought to train their workforces on how to
communicate in a mindful, effective, and empathetic manner in the digital
environment. The generation needs to be informed on how to utilize technology in
a more balanced manner in order to come up with a world not only
technologically developed but also one that considers human values. The general
use of Emotional Intelligence practices can only make a more accepting,
considerate, and emotionally intelligent online community possible.

The gap between EI and DI can only be filled by a comprehensive strategy. Both
competencies are greatly enhanced by education. Curricula at all levels of
education must emphasise digital empathy, emotional control, and responsible
technology use as part of EI and DI [6]. Training programs that teach employees
to be emotionally intelligent in their interactions while navigating digital settings
should also be a top priority for employers. To further guarantee that subsequent
generations acquire both emotional and digital competencies, parents and teachers
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should demonstrate moderate technology use and promote in-person
communication.

Digital connections can be more human and emotionally smart when the Al-
driven communication tools are created with empathy.

The issues, such as the decreased applicability of emotional intelligence in the
internet setting and threats of digital overexposure, are problems that require
prompt response. Human empathy and ethical decision-making should not be
traded against the numerous advantages that can be offered by technology in
terms of connection, productivity, and innovation. To have a sustainable, people-
oriented digital future, a holistic solution involving a combination of EQ and Al is
needed. People, groups, and governments have an urgent need to join forces and
ensure that technological advancements do not strip the basic emotional values
that define human interactions.

EMOTIONAL INTELLIGENCE (EI) AND ITS IMPORTANCE IN
TODAY’S ERA

Emotional Intelligence (EI) is gaining considerable significance in the twenty-first
century, whether in personal, social, or even professional life. Being critical to the
complexity of the modern world, EI can be described as the ability to identify,
comprehend, and manage one's emotions and successfully interpret and react to
the emotions of others [7]. In contrast to IQ, which primarily measures cognitive
ability, EI encompasses a very broad range of interpersonal and intra-personal
skills that are required in human interaction.

Emotional intelligence has become more and more significant in the modern
globalized world with electronic and digital connections, where face-to-face
contact is substituted in some cases with virtual ones. The development of remote
labour, artificial intelligence, and automation has altered the traditional physical
interaction and demands more attention to emotional awareness and social
adjustment [8]. All of them are essential to succeed in modern culture. Emotional
intelligence enhances the process of decision-making, reinforces relationships,
and assists in facilitating good leadership.

COMPONENTS OF EMOTIONAL INTELLIGENCE

Five basic components define emotional intelligence: self-awareness, self-
regulation, drive, empathy, and social skills. Each one of these elements is very
important in determining human behavior, decision-making, and social contacts.
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CHAPTER 3

Leveraging Artificial Intelligence for
Cybersecurity: Challenges and Innovations
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" Department of Computer Engineering, Marwadi University, Rajkot, Gujarat, India

Abstract: Threat identification, response systems, and predictive analysis
characteristics of Al have introduced a new layer in the concept of cybersecurity and
transformed the discipline permanently. Such tools as machine learning, deep learning,
and natural language processing will now be applied to replace the old approach and
optimize security. Real-time vulnerability and attack detection is one of these
capabilities. Nevertheless, there are also problems related to Al itself, but with
cybersecurity. Some of the challenges that must be addressed include data privacy,
exposure of personal data, Al model-specific attacks, training data bias, Al-staged
cyber-attacks, and Al-enabled cyber-attacks, among others. The appropriate use of Al
in cybersecurity is also another urgent issue. These obstacles notwithstanding, the
future of Al-controlled technologies appears to be bright. Some examples include
security response automation, proactive defense based on sophisticated anomaly
detection, and early threat detection based on sophisticated reasoning threat intelligence
systems that distill big data sets. Besides becoming more useful in countering advanced
cyber-attacks, Al is contributing to network security, malware, and fraud detection. The
creation of security Al, the ethical aspects, and legal rules must develop continuously
in order to achieve the maximum potential of Al. The significance of providing a
strong mix of security improvements and risk decreasing to create a robust digital
economy is supported in this study, which deals with the most significant challenges
and trends in Al-driven cybersecurity.

Keywords: Anomaly detection, Blockchain, Cyber security, Machine learning,
Natural language processing, Quantum cryptography, Thread detection, Zero-date
trust.

INTRODUCTION

Cybersecurity is now considered the highest priority in the current society
following the introduction of digital connectivity among users, agencies, and
businesses. The rise in the use of the internet, combined with the high prevalence
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of digital devices, has rendered cyber threats able to hit a very diverse range of
targets. Ransomware attacks and data breaches are only a few of the changes in
the cybersecurity situation, which is constantly evolving and getting more difficult
to comprehend [1]. The strategies and techniques used by cybercriminals will
always keep up with the growth in technology, and as such, it is very important
that business ventures are vigilant and responsive towards tackling emerging
threats.

As far as cybersecurity is concerned, Artificial Intelligence (Al) has proven to be
a game-changer with its enhanced ability to identify and respond to threats as well
as prevent them. The outdated security practices have not been effective in
stopping the stream of dynamic cyber threats. Artificial Intelligence (Al) is
rapidly becoming a priceless resource in combating cybercrime since it is capable
of digging through tons of data in search of patterns that could reflect ill-intended
behavior [2]. The last several decades have been characterized by radical changes
in the field of cybersecurity. Initially, cybersecurity used to be concerned with the
network defense against external threats by the use of a firewall and antivirus as
part of a perimeter defense. Regrettably, these old techniques failed to work since
cybercriminals are also more adept at using such tactics as ransomware, phishing,
and APTs. Complex systems that are able to react fast as well as on a large scale
are needed to deal with the growing number and complexity of cyberattacks.

Several Al methods, including ML and DL, find application in safety to ensure
the devices are safer. These technologies allow automatically performing such
tasks such as risk identification and risk management. The security problems can
now be found and corrected with ease. As an illustration, very large quantities of
data can be taught computer programs to locate patterns that are related to familiar
online threat This enables systems to see and stop these threats in immediate
response. The best part of Al in cybersecurity is that it has the capability to
process and process large volumes of data in a shorter period than people do. All
the network logs, user activity, and threat intelligence feeds generate vast volumes
of data to cybersecurity systems [3]. This data can be used by Als to sort and
identify oddities and potential threats, and it would be extremely difficult to do so
manually. In addition, Al-powered cybersecurity systems are no longer reactive;
they are increasingly becoming proactive and capable of forecasting and
preventing threats before they occur. Predictive analytics that are driven by Al can
analyze previous data and emerging trends of threats to forecast potential security
breaches. This is a very critical preventive strategy in a world where a data breach
may prove to be extremely costly, both monetary and in terms of reputation.
Although Al is beneficial, it is not always practical when it comes to the domain
of defense. Critical issues that should be resolved include data privacy, computer
bias, and the ease with which Al models can be comprehended. The Al is also
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being used to launch smarter attacks by cyber attackers, which is proving to be a
war of constant attrition between the attackers and defenses [3].

HISTORICAL PERSPECTIVE OF CYBERSECURITY

Viewing cybersecurity threats through the prism of history may also inform us a
great deal about the transformation of the problem over time and the necessity of
continuing to work on the enhancement of the safety regulations we employ. The
past several decades have witnessed cybersecurity threats evolve, and this is very
similar to the rate at which technology has evolved. Early computer security was
primarily concerned with the protection of desktop computers and networks
against individuals who were not supposed to gain entry to them. The threats that
were most widespread during this period were pretty easy, such as viruses and
worms. These malicious programs were transferred to computers a few decades
ago through hardcopy storage media like floppy disks, which was quite hazardous
to security. The appearance of the Internet use by a large population of individuals
changed the character of cyberattacks. The intruders started to take advantage of
the computer network vulnerabilities to spread bad code that had destructive
effects. As technology has evolved, cyber dangers have developed into
sophisticated methods to attack computers. The tactics that cybercriminals employ
for system intrusion include malware with Trojan horses alongside worms and
ransomware to carry out damage that cannot be undone. The purpose of DoS
attacks originated when attackers flooded servers with vast amounts of malicious
data in order to disable these targeted online services. The number of data
breaches increased massively, so criminals gained unauthorized access to critical
organizational and personal information [4].

Two powerful examples of cyberthreat disruptions emerged from historical
occurrences during both the Code Red worm breakout of 2001 and the Morris
worm incident in 1988. During early internet times, Robert Tappan Morris
launched the Morris Worm, which harmed thousands of connected devices by
destabilizing their operations. Through IIS web server flaws, the Code Red worm
successfully infected multiple servers worldwide to create defaced webpages
displaying "Welcome to http://www.worm.com!" Chinese hackers were involved.
The growing sophistication of cyberattacks demands robust cybersecurity
measures to reduce vulnerabilities, as is the case with such public security
breaches. The advent of digital security issues in the real-world environment
confirms that advanced security strategies should be kept active in order to
safeguard against the threat of malicious cyber attackers [5].


http://www.worm.com
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Abstract: The fast developments in the field of quantum mechanics and artificial
intelligence are transforming the field of secure decision support systems. As the world
is becoming more and more dependent on the use of intelligent computing, the
conventional security mechanisms are no longer sufficient to counter the emerging
threats. Quantum mechanics provides game changers in improving security, especially
by quantum cryptography and quantum key distribution, as well as post-quantum
cryptography methods that aid in changing a quantum-resistant security model. The
chapter discusses the role of quantum mechanics integration with the cognitive and
intelligent decision support systems on the potential to change the data security,
cryptographic protocols, and computational paradigms. It considers the state of
research underway in the area of quantum security and quantum-resistant encryption,
and how they have been used in decision support. Moreover, it examines the future of
quantum-aided cybersecurity, including the contribution of quantum machine learning
to handle big data within a shorter time, quantum random number generation to make
security systems more unpredictable, and entanglement-based secure communication.
The practical issues that are faced, such as hardware constraints, scalability, and
integration into classical systems, are also tackled in the chapter. The intelligent
decision support system based on quantum mechanics can deliver unprecedented levels
of security, efficiency, and reliability, which is provided with a high level of robust
protection in the era of quantum computing developments.
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INTRODUCTION

In today’s fast-paced world, the dependency of humans on technology has
increased drastically. From basic things like buying groceries to ready-to-eat food,
from buying pins to expensive electronic gadgets, from consultation for common
cold to life-threatening diseases, from consultation for regular investments to
stock market investments, from seeking help for school science projects to
scientific research, humans are exploiting technology. It is challenging to make
the right decision at the right time; that is where the Decision Support System
(DSS) comes into the picture, but it is also evolving to meet today’s requirements
as well to provide effective outcomes in the future. Before diving into DSS, the
process of decision-making should be learnt. To understand the process of
decision-making, let’s consider a person who wants to buy a mobile phone. First
of all, he will collect the data about the options available in the market, like
model, features, brand, price, offers, and many more, then will analyze the data
according to his requirement or criterion, and will finalize the phone and will go
for buying. If, due to any circumstances, he does not get the desired phone, he will
have some alternative plans. This whole process is summarized by H. Simon [1]
in four stages, namely Intelligence, Design, Choice, and Implementation. The
collection of data and its analysis is part of intelligence; formulation of models,
rules, and alternatives comes in the design aspect of decision making; finalization
of options, risk analysis, and an execution plan are part of the choice, and at last,
the execution. Keeping this in mind, DSS was designed to help humans make
effective decisions in less time. The DSS is capable of differentiating verified and
unverified data, relevant and irrelevant data, classifying new knowledge, and
providing access to the knowledge repository. The use of DSS helps humans in
many ways since it is computer-based, therefore less time consuming, high speed,
quality of decision, and has a very large memory compared to humans. The
definition of DSS has also been evolving from the early 1970s to 1995. Turban in
1995 described DSS as “an interactive, flexible and adaptable computer-based
system specifically designed to support the resolution of unstructured
management problems, thereby improving decision-making. It leverages data,
offers an intuitive user interface, and accommodates the decision-maker's
judgement and expertise [2].” A brief history of the decision support system is
mentioned in Table 1.

The accelerated growth of smart technologies has had a huge impact on different
spheres, and DSS is not an exception. Recent advancements in this area have
incorporated Al techniques into the DSS that have formed Intelligent Decision
Support Systems (IDSS). These improvements involve the integration of state-of-
the-art improvement techniques like knowledge-based systems, fuzzy logic,
natural language processing, neural networks, multi-agent systems, and genetic
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algorithms. IDSS is an interactive and computer-based system that is intended to
assist decision-makers in solving complex, ambiguous, and insensitively
structured problems in organizations. Through Al, it is possible to manipulate
information, employ expertise, and employ analytical tools in DSS. IDSS aims at
developing the abilities of decision-makers and making them more efficient in
their work and teamwork. Utilization of Al technology, such as machine learning
and case-based reasoning, enables IDSS to derive insights on historical data and
past decisions to make real-time decisions about complex and recurrent problems
[9]. Machine learning entails computer algorithms that give systems the ability to
acquire past experiences, data, and observations. An adaptive learning mechanism
modifies stored knowledge to streamline the decision-making processes. Artificial
neural networks and genetic algorithms are some of the commonly used machine
learning methods in IDSS. A number of Al-based approaches, such as data
exploration, data synthesis, data analysis [10], and optimization solutions [11],
have helped to develop intelligent systems significantly. The current research on
Al-based methods is improving the IDSS in terms of more efficient algorithmic
decision-making [12]. Table 2 has a summary of the IDSS architecture.

Table 1. Evolution of DSS.

Types of support systems Function

Electronic Data

. Focuses on administrative or business applications of computing
Processing

Automatic Data . . .
Data processing without human assistance

Data processing Processing
131 Business Data
. Data Processing for business applications
Processing
Scientific Data Data Processing for scientific applications, which was not very
Processing frequent in earlier days

Assist in making the most effective decision to support

Decision Support Systems [4, 5] management in decision-making.

A special class of DSS to provide support to executives to access
Executive Support Systems [6] information, both internal and external, which may be useful in
making decisions and fulfilling other managerial responsibilities

Intelligent Decision Support Systems | Use of Artificial Intelligence (AI) and computational intelligence
(IDSS) [7] techniques to enhance decision-making

An advanced class of decision-support systems that exploit
cognitive computing, Al, machine learning, and natural language
processing to mimic the human thought process. It can handle
unstructured data; it can learn from experience and provide
adaptive context-aware recommendations.

Cognitive Decision Support Systems
(CDSS) [8]
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Abstract: Blockchain-based supply chains should also have strong data privacy and
data security as more global trade networks begin to use decentralized models. Even
though blockchain is immutable, transparent, and cryptographically safe, it also has
new threats, including quantum-enabled cryptographic attacks, Sybil and 51% attacks,
and side-channel vulnerabilities of the IoT-integrated environment. The chapter looks
at the new threat environment as it intersects with blockchain security, quantum
computing, and post-quantum cryptographic security. The recent privacy-sensitive
methods, such as Fully Homomorphic Encryption (FHE), Secure Multi-Party
Computation (SMPC), and differential privacy, are summarized to secure sensitive
information in supply chains. This chapter also looks at security architectures,
comparing private, connection, and permissionless blockchain models. We also talk
about Al-based anomaly detection and quantum-secure communication measures. This
chapter analyzes in detail the resilience of blockchain to emergent cybersecurity threats
and future applications of blockchain to secure and privacy-focused supply chain
ecosystems through case studies of supply chain security breaches and ethical hacks.

Keywords: Artificial intelligence, Blockchain, Cyber security, Cryptography,
Fully homomorphic encryption, Quantum cryptography, Quantum key
distribution.

INTRODUCTION

The growing sophistication of the global supply chains has led to greater reliance
on blockchain technology to enhance the safety, traceability, and transparency.
The blockchain creates an unalterable ledger of operations, the supply chain
fosters trustworthiness among the members, decreases fraud, and enhances
efficiency in the operations. With the spread of the blockchain, the issue of the
implications of the emerging technologies, including information privacy, security
lapses, and quantum computers, becomes more and more worrying. The block-
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chain security is based on traditional cryptographic algorithms, such as RSA,
ECC, and SHA-256, which can be outdated with the advancement of quantum
computing, and exposes blockchain-based supply chain to significant safety risks.
This chapter examines the intersection of blockchain technology, quantum
computing, and data privacy, which concentrates on the problems and solutions to
its effective provision on the supply chain network in the context of quantum [1].

The Growing Importance of Data Privacy in Supply Chain Blockchain
Networks

There are different stakeholders in supply chains, which include manufacturers,
suppliers, logistics, and retailers who rely on real-time data sharing to enhance
efficiency in their operations. Blockchain information enhances transparency, but
it is also characterized by major privacy problems at the same time. Supply chain
transactions might contain business-sensitive data, business secrets, price deals,
and proprietary logistic data, and the risk associated with unauthorized access. In
case of a leak of sensitive information, blockchain has public and irreversible
characteristics that may become a risk to privacy.

Addressing these fears, privacy-enclosure technologies (pets), such as Zero-
Knowledge Proof (ZKPs), Fully Homomorphic Encryption (FHE), and Secure
Multi-Party Computation (SMPC), are being added to the blockchain model. With
the help of these technologies, participants are able to certify the transaction and
keep the sensitive information secret, uphold privacy through preserving
trustworthy features of the blockchain network. This part looks at the significance
of confidentiality in the blockchain models within the modern supply chains and
looks at the new cryptographic methods that are used to enhance privacy over data

[2].
Intersection of Blockchain, Quantum Computing, and Data Security

Quantum computing implies a major shift in the power of computation, which can
decrease the currently existing cryptographic algorithm that secures the
blockchain network. The model quantum algorithm in the algorithm of SHOR is
able to factor large numbers exponentially compared to classical computers that
are vulnerable to traditional encryption like the RSA and ECC compromise. The
Grover algorithm also enhances the efficiency of the brute force attacks on the
hash functions, undermining the integrity of the blockchain technology. The Fig.
(1) below illustrates the stratified design of Blockchain Technology.

The current accelerated development of quantum computing entails that the
blockchain-based supply chain adopts post-quantum cryptography to ensure the
security of the supply chain in the long-term. The cryptography of fake-based,



Data Privacy and Security Cognitive Computing for Intelligent Decision 81

hash-based signatures, and Quantum Key Distribution (QKD) provides useful
methods to secure blockchain infrastructure against quantum attacks. The section
illustrates quantum computing blockchain in the security-threatening ways,

alongside appraising countermeasures as the solutions to such vulnerabilities [3,
4].
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Fig. (1). Layered architecture of blockchain technology [5].

Regulatory and Compliance Challenges in Blockchain-based Supply Chains

The adoption of blockchain technology in the management of supply chains is
associated with legal and regulatory challenges, especially related to privacy of
data, inter- and cross-border policies, and industry regulations. The General Data
Protection Regulation (GDPR), the California Consumer Privacy Act (CCPA),
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Abstract: Kindergarten is an educational approach that is based on sports, singing, and
other realistic activities such as art and societal interaction. The term kindergarten is
derived from a German word, which also translates to a park for children. A small part
of land is a crucial part of the kindergarten, which is a place where children can
connect with nature as well as play, plant, cherish, examine, analyse, and discover.
Every young individual has a different kind of behaviour and interests. It is impossible
to pay equal attention to and everything discussed by the teacher in the class by all
students in a classroom of preschool. For some of the children, the discussions in the
classroom are engaging and interesting, but for others, they may be boring. It requires
diverted attention at one point in time to keep a student stuck to what is being discussed
in the class or the things going on in the class. So, it is one of the largest challenges for
a teacher of a playschool. The GBL-Game-Based Learning can be efficiently used to
expand both learning and teaching. Kids are easily attracted to Glowing screens, and
various research has already proved that GBL helps nourish the child’s Creativity. In
this particular paper, a game-based learning AR (Augmented Reality) environment is
developed to aid kindergarten students so that they will get to know about the basics of
learning, starting with the alphabet, numbers, and slowly moving into colours. Game-
based learning is used for kindergarten students because young minds grasp easily
when they are taught by a visual method. The study was conducted among 80 young
minds (age 4-6); further, they were divided into two separate groups: DGBL cluster,
having the value of (N = 40), and the Old-Style set of teaching, having the value of (N
= 40). The DGBL-based group was taught in the Digital Game-oriented environment,
while in the traditional group, students were educated with the help of the standard
method. The experimental results show that the Digital game-based environment for
learning has a convincing positive result on creative thinking. The Game aids the
students in imagining the concepts and retaining them in their memory for a longer
time.
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INTRODUCTION

Customary education, or the Traditional teaching method, is a way in which the
teacher instructs the students using a narrative method. This type of teaching has
its own pros and cons; one of the major problems in this method of teaching is
that students cannot focus on the lectures for a long time, therefore, not
developing their critical thinking skills [1].

From the analysis of current studies, it is observed that 3D, game-oriented, visual
content offers a more immersive experience to the students. DGBL (Digital
Game-Based Learning) is used in the educational field using games, which
increases the creative side of the learners; they get to grasp the concepts fast and
retain them in their memory for a longer time [2, 3]. Game-based learning can
offer an interactive and engaging experience to beginner-level learners [4].

This type of thinking is important for the student’s brain development to solve
complex problems. Based Learning Method helps students interact and engage
themselves in learning through simple virtual components, where students don’t
feel the stress of listening to long lectures and even understand the mathematics
concepts better in a fun way [5]. The enrolment of the DGBL system for
kindergarten students is rapidly growing with the improvement of technology, but
without proper research, it is hard to determine its effectiveness [6, 7]. According
to data, it has been found that in the previous decade has been a remarkable
growth in digital game-based learning methods in the previous decade. These
video games are a combination of educational study material inside a motivating
game, which keeps the player/learner attentive [8, 9].

The DGBL environment is established by considering the following learning
objectives:

1. Helps them think better.

2. Develop language.

3. Helps in developing imagination and creativity.
4. Helps them with creative and active listening.

A basic-level game is developed to analyze the impact of Digital game-based
learning on kindergarten students. The motive behind DGBL is to improve the
creative side of the child and help learn the concepts in a more visualized and fun
way; it also helps increase the retention of information. The English Language is
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typical. The genuine worth of this language is that it helps in removing various
hindrances from our lives. In [10], even though English is broadly spoken, for
non-English speakers, the English language is a challenging language to learn.
Hence, this application acts as a foundation for the young minds developing
linguistic skills [11 - 13].

The following study queries were focused on in this chapter:

1. Are there any effects on children exposed to game-based intervention as
compared to children following only the traditional method of learning?

2. Is there any impact of Game-based intervention on the creativity of the children
when compared with the old instructing and teaching strategy?

This chapter is represented as follows: The literature review section shows the
analysis and review of AR in education. Research Methodology section signifies
the strategy opted to develop the ARLE framework for designing students. The
Results section signifies the outcome investigation of the ARLE system [14].

LITERATURE REVIEW

There are many research papers in the existing literature to evaluate the influence
of game-based learning and engagement. Table 1 shows the literature review of

Gamification in the field of Education.

Table 1. Literature review of gamification in education.

Name of Han, Jo, & Hyun, . .
Author(s) So Cheng & Tsai Huang, Li, & Fong Safar & Al-Jafar
Relations between a
Usage (.)f Augmented kl.d ar.ld.a pareqt T The productivity and
reality-in-fused robot | during joint reading | The viability of .
. .. | effectiveness of AR for
systems for of an AR picture |augmented reality in . .
. . . . , . .. . teaching and learning
Study aims | increasing children's | book were studied, | initial art education .
. , . . the English alphabet
theatrical play was | as well as parents was investigated. were investicated
investigated. (Year- | perceptions of AR (Year-2016) (Year-20 1g7) '
2015) learning. (Year-
2016)
Number of 81children (5-6 | 33child-parent (5-10| 30 children (4-5
. 45 pre-schools
Participants years old) years) years)
Name of . .
Country (Korea). (Taiwan). (Hong Kong). (Kuwait).
Approaches . Mixed-type Study based on Quasi-experimental
and Mixed approach approach (parent desien approach
Methodology interview) & pp
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Abstract: Through the Internet of Things (IoT), remote patient monitoring (RPM) has
the potential to transform the healthcare delivery process, as it provides the means of
increasing patient care, improving outcomes, and lowering expenses. In this chapter,
the transformative power of the IoT-enabled RPM is discussed, examining the main
advantages and discussing essential issues and directions of the future. RPM will use
associated equipment and sensors to obtain physiological and fitness information
remotely and monitor the situation of sufferers at any time, regardless of being in a
typical healthcare environment. This approach is incredibly beneficial, and the benefits
are enhanced control of chronic illness, better identification of fitness problems, more
appropriate interaction with patients, increased access to care by remote or at-risk
groups, and possible cost reduction by decreased hospital stays and increased
efficiency. The chapter goes into the evidence behind these advantages, raising some
research that showed a better glycemic control among diabetics, better blood pressure
control, and reduced hospital readmissions among heart failure patients. Nevertheless,
the significant uptake of RPM that includes IoT encounters enormous challenges. Such
challenging circumstances include some critical concerns regarding the security of
information and privacy, the challenges of achieving interoperability between a variety
of devices and platforms, the importance of high technical reliability, the ability to
increase the virtual divide, and the importance of the reputation of the affected
individual and their compliance with RPM programs. In addition, the chapter touches
upon the ethical and regulatory environment of RPM, which requires concise
guidelines and effective data security. In perspectives of the future, the chapter
addresses the exciting future trends of IoT-enabled RPM, which comprise the
introduction of artificial intelligence and machine learning to provide predictive
analytics and targeted intervention, the development of advanced wearables and
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ingenious devices to capture a wider range of comprehensive data, the fading away of
RPM data into electronic health records, and the expansion of the range of conditions
to which RPM programs are applicable. Under the pressure of the challenging
circumstances and leveraging the opportunities, the [oT-based RPM can transform the
healthcare, allowing both the patients and the carriers to achieve a superior fitness
outcome and a more sustainable healthcare system.

Keywords: Connected healthcare, Digital health, IoT-RPM, Remote patient
monitoring, Wearable sensors.

INTRODUCTION

Remote Patient Monitoring (RPM) is a healthcare delivery technique that makes
use of technology to reveal patients’ health status outside of conventional medical
settings, including hospitals or clinics. RPM includes using virtual technology to
acquire physiological records and fitness-associated statistics from patients in
remote locations, normally their homes. This record is then electronically trans-
mitted to healthcare companies for evaluation and intervention. RPM is based on
a lot of devices and sensors to accumulate patient records, which include wearable
gadgets (smart watches, fitness trackers), medical devices (blood pressure
monitors, glucose meters), and home-based sensors (scales, motion detectors).
Data collected is usually linked with crucial signs, physiological parameters, and
vital signs. The collected information is electronically conveyed to healthcare
firms via secure communication networks. These involve the application of the
era of [oT, cell applications, and platforms on clouds. RPM enables continuous or
regular monitoring of the fitness of the patients, that give healthcare firms real-
time or almost real-time data. It is possible to identify the changes in the situation
of patients and timely interventions. The data collected by healthcare companies
is analyzed to assess the popularity of the fitness of patients and to be aware of the
trends and make informed scientific decisions. In some instances, Artificial
Intelligence (Al) and Machine Learning (ML) algorithms may also be included in
RPM structures to provide computerized signals and scientific advice. RPM has
the ability to increase patient engagement in terms of providing patients access to
their fitness records and enabling active participation in the management of their
care. It is also capable of enabling patients to exert greater power over their long-
standing situations and increase their general fitness results. RPM is particularly
precious when it comes to handling chronic cases such as heart disease, diabetes,
and persistent obstructive pulmonary disease. It allows for proactive tracking and
intervention, reducing the risk of exacerbations and hospitalizations.

The important enabling period is the Internet of Things (IoT), which has enabled
Remote Patient Monitoring (RPM) to its current transformative status. [oT forms
a society where scientific implementations and sensors are able to interact with
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each other. This enables the transmission of the health records of the affected
person to the providers on a continuous basis and in real time. This constant
stream of information plays a significant role in identifying unexpected changes to
the situation of a patient and enabling timely actions. The IoT utilizes the various
wi-fi technologies (Wi-Fi, Bluetooth, mobile networks) to connect devices, rather
than the hassle of using a wired connection. This wi-fi feature will be critical in
enabling the patients to move freely and without issues as they monitor them at
the same time [1]. [oT also allows combining a vast range of sensors and devices,
and fully captures records. This is a combination of wearable gadgets, fully or
primarily at home-based totally monitors, or even implantable sensors, which
provide a holistic perspective of the fitness of a patient. IoT devices are capable of
automatically capturing and transmitting documentation to reduce the need to
access guide records with the assistance of sufferers. Through this automation, the
accuracy of records is enhanced, and the burden on sufferers is reduced, thereby
increasing compliance with tracking applications. IoT allows healthcare
professionals to track the sufferers regardless of their location. It comes in
particularly handy with victims who live in rural or underserved regions, where
access to healthcare facilities may be restricted. RPM applications can be more
efficient and cost-effective as [oT infrastructure can be expanded to accommodate
a large number of patients. This scalability is much-needed in order to deal with
the chronic diseases that impact a massive proportion of the population. The IoT
systems have the capability of cross-examining and analyzing massive amounts of
patient records, which provide useful data on the aspects of fitness and trends. The
documentation of this type of assessment can help the healthcare carriers to
identify the sufferers who are prone to headaches and take action in advance.
Records IoT can be added to Al and device learning algorithms to scale predictive
models that have the potential to foretell future fitness events. This will allow
custom-made interventions and proactive care, and improve patient outcomes.

This chapter is aimed at finding and analyzing the transformative potential of
Remote Patient Monitoring (RPM) enabled by the Internet of Things (IoT) in the
transformation of healthcare delivery. In particular, it will demonstrate how RPM,
which is enabled by IoT, will help to improve patient care, improve health
outcomes, and reduce healthcare expenses. The key advantages of loT-enabled
RPM, that includes Improved control of chronic disease (e.g., diabetes, heart
failure), early detection of fitness troubles, greater engagement with patients
through personalized comments and reminders, greater access to care by remote
and at-risk populations, Potential cost savings through reduced hospitalizations,
and stepped forward efficiency, will be discussed in the chapter. The chapter will
include the research and evidence that prove the mentioned benefits, including the
studies of the improved glycemic control, blood pressure control, and the reduced
medical institution readmissions. It will address the massive challenging
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Abstract: As an attempt to learn and comprehend the multifaceted world of decision-
making, adaptive learning, and human-machine connections, digital intelligence (DQ)
should be urgently complemented with emotional intelligence (EQ). Human cognition
and the digital systems are not linear, dynamic elements, which are to be viewed to
consider two intelligences, known as DQ and EQ, in order to adopt a sophisticated
approach. The current chapter is concerned with a mathematical model that includes
the use of the concept of fractional calculus (an extension of classical differentiation
and integration to non-integer orders) to understand and model the interaction between
DQ and EQ. The innovativeness of the chapter is that the fractional order model has
been used to consider the possibility of enhancing and modeling the emotional
flexibility, cognitive flexibility, and digital responsiveness more accurately and
precisely. The chapter suggests the connection of the fractional calculus with artificial
intelligence, sentiment analysis, and neural processing to investigate the discoveries
that involve theoretical and practical accurate simulation. Our hypothesis is that a
multi-disciplinary approach can enhance decision-making, human-computer
interaction, and create more intuitive and resilient digital ecosystems via a multi-
disciplinary approach to thinking in a more fractional way. This chapter tries to
illustrate a new perspective of the age of digital intelligence by putting mathematics
perspective to help the researchers and educators fill the gap between technological
advancement and human affect.

Keywords: Artificial intelligence (Al), Adaptive learning systems, Cognitive
flexibility, Digital intelligence (DQ), Decision-making models, Digital
responsiveness, Emotional intelligence (EQ), Emotional flexibility, Fractional
calculus, Human-computer interaction (HCI), Mathematical modeling, Neural
processing, Sentiment analysis.
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INTRODUCTION

It is cumbersome to build a bridge between DQ and EQ to enhance adaptive
decision-making, competent human-computer interactions, and emotionally
digital systems at the age of artificial intelligence, big data, and machine learning.
The trend in the interaction of the human being with the machine, the exploration
of information, and decision-making has changed greatly due to the rapid growth
of digital intelligence, which affects the entire system of technologies and human
thinking. The knowledge of emotions in both the social and individual scenarios is
governed by EQ, and the ability to deal and adjust appropriately in the
technological environment is governed by DQ. Combining the two brings serious
difficulties in view of the non-linear, dynamic, and multifaceted nature of the
human cognition process, as well as digital processing. The classical
mathematical framework does not forecast the tinges of cognitive bend, change,
live-time computer answers, and feelings uptake. In order to overcome this
limitation, an advanced mathematical framework is required that can model these
intricate interactions more accurately. Though employing a fractional framework,
we can more effectively analyze, predict, and enhance the interaction between EQ
and DQ. One promising way is employing a fractional framework, which extends
classical calculus by allowing differentiation and integration of non-integer
orders. Many researchers have contributed to the field of fractional calculus
theory [1 - 3].

The Need for a Mathematical Approach

The human mind fails to function in a strictly linear fashion; traditional calculus is
inadequate to fully comprehend the hereditary characteristics, memory effects,
and fractional-order dynamics that describe cognition, emotions, and decision-
making processes. Similar to this, digital systems-particularly those developed
using machine learning and artificial intelligence- are dynamic, flexible, and
impacted by historical information, which makes fractional differential equations
an excellent tool to investigate them. Fractional calculus provides a novel
approach to model cognitive and emotional flexibility, enhancing cognitive
processing models to more closely resemble the way feelings and thought
processes evolve through time, to take into consideration long-term dependencies
in human expressions to improve sentiment analysis. Developing user-friendly
interfaces between gadgets and individuals that adapt to their mental and
emotional states is raising demand amongst researchers. By integrating concepts
from artificial intelligence, computer science, psychology, and applied
mathematics [4 - 10], this chapter promotes a multi-disciplinary approach. By
merging EQ and DQ with fractional calculus, we want to achieve the following
objectives:
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Analyze theoretically whether intelligence modeling and dynamics of non-integer
order are linked. Experimentally demonstrate how Al-driven sentiment analysis
and decision-making processes can be enhanced with fractional-order differential
equations. Provide useful applications for professionals, researchers, and
educators working in domains including Al-driven behavioral modeling, adaptive
learning, and human-computer interaction (HCI). The construction of Al with
emotional intelligence, ethical digital literacy, and the creation of smart decision-
making systems with significant representation of human cognitive and emotional
behavior are all deeply influenced by the knowledge acquired during the current
research. That is why this chapter suggests the integration of Al, emotional
mathematics, and mathematics that provide a new method to redefine intelligence
in the digital era.

THEORETICAL FOUNDATIONS OF EMOTIONAL AND DIGITAL
INTELLIGENCE

Emotional Intelligence (EQ): Cognitive and Psychological Perspective

This capacity of the individual to identify, interpret, manage, and to express
feelings is known as emotional intelligence (EQ) by D. Goleman [5]. The EQ can
be divided into five fundamental items: Self-awareness means the ability to define
personal feelings and their impact on thinking and acting. Self-regulation refers to
the ability to manage emotional responses positively and adapt to different
situations. Motivation may be viewed as an application of emotions to drive
towards goals and be decisive. Empathy refers to the ability to understand and
sympathize with other individuals. Social skills refer to the skills to negotiate
social contexts, establish relationships with others, and resolve conflicts in a
friendly manner. These sections are crucial in adaptive learning, leadership,
decision-making, and interpersonal communication. The classical studies of EQ
have been rather concerned with the psychological and neurological aspects;
however, recent studies have shown that mathematical models can also be used to
give new information about the responses of emotions as well as their patterns.
Digital Intelligence (DQ) may be regarded as a technological perspective of
cognition. Digital intelligence (DQ): more than technology knowledge. It
encompasses numerous types of social, moral, and intellectual capabilities that are
required to succeed in a modern society, which is more interconnected because of
modern tools. The DQ Institute enumerates eight important digital competencies:
establishing a presence online, digital identity, protecting private information, and
creating appropriate and balanced use of technology. The online threats require
online defenses to be established. The former one is online security to enforce
cybersecurity measures and information security. Moreover, online emotional
awareness requires further navigation with emotional awareness by means of
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Abstract: Due to ease of use and assurance, factors related to biometric authentication
in any safe system have been of great importance. However, the complete feeling of
biometric authentication is interrupted by various control mechanisms, such as bursting
attacks, privacy problems, and interpretation. In that light, the proposed research is
intended to perform an almighty check of the multimodal biometric authentication
system, which must separate biometric modalities, fingerprints, iris, face, and voice
copies from each other to ensure accuracy and strength. The aforementioned research
will also include the study of advanced merger algorithms with a view to reducing the
most relevant acceptance and rejection rates for the weaknesses presented by the
individual modelling system. The main emphasis in this research will be on gathering
an integrated system of privacy protection, such as homomorphic encryption and safe
calculation of multiple parties, so that biometric data undergoing verification is not
compromised. The study aims to check the detection functions against the length
attacks, which are also known as advanced spoofing attacks, and may include the use
of 3D masks or Deepfake technologies. The proposed structure will include integrating
behavioral biometry to achieve continuous authentication so that the active user session
is maintained in a fairly dynamic environment. Ethics as a result of biometric data use
will be seen in this study, and an effort will be made to propose a possible structure to
balance the state's interests and its personal citizens. As mentioned earlier, once related
to weaknesses for standardization and variation, the study will add a certain incidence
to increase the use of biometric technologies in different industries. Research results
will try to increase the security, reliability, and ethical compliance. The reliability and
morality of biometrics will thus increase the use of important areas such as banking,
health care, and IoT ecosystems.
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INTRODUCTION

Biometrics uses biological traits in authentication [1]. Raw data are collected;
features are extracted from that data into digital templates for comparison against
stored biological reference templates. Available modalities include fingerprint,
face, iris, and voice, each with its particular advantages regarding accuracy or
user-friendliness [1, 2]. The authentication procedure includes data capture,
feature extraction, template creation, template matching against references, and
the making of authentication decisions.

Fingerprinting, the oldest biometric technique, was developed in the 1960s-70s
with semi-automated systems, followed by commercially automated systems
developed in the 1980s [3]. Iris recognition came into being in the 1990s [4, 5],
with facial recognition following it up in the early 2000s. The concept of
biometric access to consumers using mobile devices became commonplace in the
late 2000s; multimodality and privacy protection started developing in 2020 [6].
These developments can be traced to sensor technology, algorithms, and
processing power enhancements.

Another major assessment on biometric authentication that is reflected in the
present work is mainly taking a multimodal look at the integration of fingerprints,
iris, face, and voice modalities of biometric authentication in a bid to increase the
accuracy level and mitigate spoofing attacks. Fusion algorithms are adopted to
minimize the ratio of false acceptance rates and rejection rates [7], while
incorporating privacy protection by means of homomorphic encryption [8]. It
considers the assessment of spoof detection regarding sophisticated attacks, such
as 3D masks and deepfakes [9], behavioral biometrics for continuous
authentication [10], investigation of ethical issues, and a regulatory framework
proposing a balance between the government's interests and the privacy rights of
the citizens.

The organization of the chapter is such that: Section II is a literature review of
biometric systems; Section III is a study of methods; Section IV focuses on
privacy protection mechanisms; Section V surveys spoofing attack detection;
Section VI describes experimental results; Section VII is a discussion; and Section
VIII is the conclusion with future research direction.
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LITERATURE REVIEW

Historical Background and Development of Biometric Authentication

From ancient Egypt, where foreign merchants profiled Egyptians, along with
Chinese fingerprints dated to the 2nd century BCE, biometrics has very deep roots
[1]. Emerging into the 19th century was modern scientific biometrics: as it began
through Bertillon's anthropometric system, so, too, did Galton's work on
fingerprint uniqueness [2].

The modern technological revolution in biometrics began in the mid-20th century
with the first report from Hughes Research Laboratories on a semi-automatic
fingerprint-based system developed in 1963 [3], then followed by automated
fingerprint systems of the FBI in the 1970s [4], and then later brought about with
Daugman's iris identification patents in 1994 [6].

However, in the 21st century, biometric applications have gained momentum,
owing to faster computations, better algorithms, and the shrinking of hardware.
The public acceptance brought about integration with smartphones has been
developed much more by international standards bodies, such as ISO/IEC JTC
1/SC 37 [7], which has made frameworks for interoperability and evaluation.

Existing Biometric Modalities: Fingerprints, Iris, Face, and Voice

1. Fingerprint Recognition is a common method because it is accurate and easy to
implement, which is normally done using minutiae-based matching of the ridge
endings or bifurcations [8]. The false acceptance and false rejection rates of the
modern systems stand at 0.01% and 1%, respectively [9]. Among the
difficulties are differences in skin conditions, environmental aspects, age-
related differences, and susceptibility to artificial fingerprint attacks [10].

2. Iris Recognition Iris recognition is a method that makes use of the unique
pattern that exists throughout the lifetime of the pattern observed on the colored
portion of the eye. It entails taking high-resolution eye scans, isolating and
normalizing the iris, feature extraction (reading the Gabor wavelets) [11], and a
comparison to existing templates. The systems have extremely low false match
rates (1 in 1.2 million) [6], and they are more resistant to aging effects than
other biometrics. Limitations encompass conditions of controlled lights,
cooperation of the user, and any potential interference of eyewear and
eyelashes [12].

3. Facial Recognition Current developments in the field of deep learning,
specifically CNNs [13], have seen a drastic improvement in facial recognition,
with over 99 percent accuracy in controlled settings. Although convenient and
contactless, there are still challenges of illumination variations, pose variations,
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Abstract: The blockchain technology has been very beneficial in the management of
supply chains by achieving greater transparency, traceability, and efficiency in supply
chain operations of supply chains. However, the lack of centralization and its
immutability have problematic security in blockchain, which only exacerbates the risk
of information attacks and misappropriation. Since the issue of the supply chain
concerns many individuals, such as manufactures, suppliers, and logistics providers,
who have access to sensitive business information, the possibility of blockchain being
sensitive by its nature can lead to the company exposing the confidential information to
the dangers of leaks unless it is properly safeguarded. The blockchain-powered supply
chain has threat mitigation measures and security risks as discussed in this paper.
Among the major problems are 51% attacks where one side gets a majority of the
network in their control, rogue nodes that misrepresent transactions, and insider attacks
that exploit access privileges and compromise the integrity of their data. In addition, an
issue with smart contracts can be the poor or insufficiently audited smart contracts that
leave some security vulnerabilities that lead to financial and operational risks. To
manage these threats, the sensitive information may be secured by robust cryptography,
including encryption and zero-knowledge proofs. The network access can be restricted
to authorized people with the help of permitted blockchains, reducing cyber risks.
Furthermore, various safer users by ensuring the use of a decentralized identity
management system and multi-factor authentication can also help, and more advanced
consensus-based systems, including Proof-of-Stake (PoS) and Byzantine Fault
Tolerance (BFT), can be applied to prevent fraud. Compliance with the existing data
protection laws, such as GDPR, will promote ethical and legal supply chain data
management. The hybrid blockchain models that use both the public and private
blockchains provide a compromise between privacy and security. These actions will
ensure that the safety of the blockchain in supply chains can be strengthened, and the
ecosystem of all participants will become more secure and successful.
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INTRODUCTION

The non-modifiable, decentralized, and transparent character of blockchain
technology has changed the whole idea of managing and securing data.
Blockchain was first implemented to create the foundation of Bitcoin, but it has
also found applications in other fields beyond cryptocurrency, into supply chain
management, healthcare, and banking, among others. [1]. The fundamental
principles of blockchain technology, like Distributed Ledger Technology (DLT),
cryptographic protection, and consensus mechanisms, maintain the integrity of the
data, transparency, and prevent unwanted modifications to the data. Blockchain
may prove to be an appealing option in the field that includes complicated data
flows and security issues because all transactions are stored safely and in a
chronological order [2].

The world economy needs supply chain management, or SCM, since it guarantees
effective production, distribution, and movement of goods and services. An
efficient supply chain also maximizes consumer satisfaction, cost reduction, and
maximizes output. However, the traditional supply chain networks are marred
with issues like counterfeiting, inefficiencies as a result of human record keeping,
and data silos, as well as a lack of transparency [3]. The blockchain technology
can address these issues as it would be an immutable and transparent log, increase
traceability, and make supply chain operations visible in real-time. Through
blockchain, businesses can decrease fraud, foster more trust among stakeholders,
and accelerate logistics processes.

In this chapter, blockchain-based supply chain management security threats and
risk management have been analyzed. Although blockchain improves the supply
chain's vision in the areas of visibility and performance, its decentralized nature
has its risks, including the 51 percent attack, rogue nodes, insider threats, and
smart contract bugs, among others. These security issues will be tracked down in
this chapter, and we will advise on handling these security issues in order to
reduce risks [4].

Beginning with the discussion of the most important security concerns that have
affected blockchain-powered supply chains, this research paper examines the most
critical areas of blockchain security in supply chain management. In order to
secure personal information, it takes into account cryptographic tools like zero-
knowledge proofs and encryption. The chapter also explains why authorized
blockchains thwart unauthorized access, hence giving a safe and regulated space.
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It also studies distributed identity management, multi-factor authentication, and
sophisticated consensus algorithms, e.g., Byzantine Fault Tolerant (BFT) and
Proof-of-Position (PoS), to support security and reliability. The other important
area of focus is legal and regulatory compliance; discussions about what it entails
to be GDPR and data protection regulation compliant. The report further discusses
the hybrid blockchain ideas, which emphasize both the cyber security and
transparency in managing the supply chain [5]. Through the discussion, the
chapter gives a unified concept of comprehending blockchain security in supply
chain management and clarifies the best practices to adhere to in order to protect
sensitive enterprise data.

SUPPLY CHAIN MANAGEMENT AND BLOCKCHAIN TECHNOLOGY

Due to the fact that blockchain technology is a kind of distributed ledger
technology that allows for keeping records securely and transparently [6]. In
contrast to traditional databases that rely on a central authority, blockchain utilizes
a decentralized architecture. In this framework, multiple independent nodes
collaborate to validate and store transactions, ensuring distributed consensus.
Once a transaction has been achieved, it is inserted into a block and inserted into
the block preceding it, a process known as hash chaining with cryptographic
techniques. This forms a chain of records that cannot be edited.

One of the leading features of the Blockchain technology is its decentralization
(data fragmentation and duplication across a number of nodes). It, therefore,
lessens reliance on a central party. The number of points of failure is reduced to
one, which increases the strength of the system. The second feature is
immutability, which ensures the reliability and integrity of user data because the
user is not allowed to edit or delete the document anymore as soon as it has been
uploaded on the Blockchain [7].

It ensures that the optimized visibility and trust among the users is facilitated by
facilitative visible transactions to the concerned parties on the blockchain
simultaneously. Another leading characteristic of the blockchain is security,
which is secured with the help of cryptographic tools, including hashing and
digital signatures, to avoid any manipulation of the data by third parties. Finally,
blockchains have consensus mechanisms as the basis of trust that ensure that
everyone is on board and agrees to transact business with each other before
making transactions to the ledger. That is, Systems Proof of Work PoW & Proof
of Stake PoS Genshin. The system demonstrates integrity and is definitely secure.

Adding them together, blockchain is ideally positioned to make more industries
more transparent and to ensure that data is managed in a wide variety of industries

[8].
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Abstract: The Internet of Things (IoT) is transforming healthcare in several ways.
Doctors can remotely control patients with the assistance of smart devices, which aid in
identifying the issues promptly and offering improved treatment. The use of these
devices also personalizes healthcare since they track real-time information to enhance
the treatment plans. IoT also cuts down the workload of doctors since most of the tasks
can be automated, and therefore, the doctors can concentrate on urgent cases. It also
saves healthcare costs through reduced hospitalization and elimination of readmission.
However, there are challenges to the [oT. Security concerns are essential to the safety
of patient information, although there is a threat to privacy. Various devices of different
manufacturers do not necessarily always work harmoniously with other devices. There
is also the possibility of challenges in cases of technical problems, such as poor internet
connectivity or failure of the device. The stringent policies render the use of the IoT in
hospitals difficult. Doctors and patients would feel a need to understand this new
technology and might refuse to use it. With the high cost of implementing IoT systems,
it will be burdensome for small hospitals. Also, a lack of personnel trained to handle
these technologies is a common challenge. Ethical issues such as consent for data usage
and ownership have to be managed with extra care. Researchers are working to address
the problems through the advancement of security, regulations, and Al solutions for
implementation. With the help of technology, IoT can promote intelligent, efficient,
and user-friendly healthcare.

Keywords: Healthcare costs, Internet of Things (IoT), Personalized healthcare,
Privacy risks, Remote monitoring.
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INTRODUCTION

IOT adoption in healthcare: As a collective term, the “Internet of Things” is used
concerning interconnected physical devices that have been installed with
software, sensors, and other technologies enabling the devices to both collect and
exchange data. This new technology paradigm has already been introduced in
some notable cases in the health industry, with the assurance of improved patient
treatment, cost-efficient practices, and lower costs. This is not limited to the fact
that [oT is critical in the area of health and well-being [1].

[oT has offered numerous solutions on vital fronts today: how to respond to an
aging population in developed welfare nations, how to respond to increasing rates
of chronic illnesses, and how to sustain an eyeful with ceilings that need to be
repaired [2]. It also allows access to telehealth in monitoring patients by
practitioners, gathering real-time data, and processes are automated, enhancing
access to care.

There are numerous benefits of 0T in healthcare. First, it allows keeping a tight
check on the vital parameters and health condition of the patient to identify
anomalies at an early stage and take suitable measures [3]. Second, it will allow
personalized healthcare to exist, whereby doctors will now have patient-specific
and detailed data, leading to a lot more customized treatment plans. Third, the
health professionals are not overburdened with many related tasks, which are now
automated by the IoT processes; they concentrate on patient outcomes, and not
care processes [4].

Besides this, IoT is also inclusive and lowers costs in the health sector since it
does not require unnecessary visits to hospitals by avoiding readmission and
wastage of resources [5]. All this is interrelated, and with that, there is a mutual
improvement of the space of perception, where healthcare delivery was improved
with maximum understandability due to these systems and the overall benefit of
patients in terms of patient outcomes.

Nevertheless, the fact of such advantages should be paid much more attention to
because there are several obstacles and difficulties to the implementation of [oT in
healthcare. They are related to data privacy and security, the problem of
interoperability between the devices of various manufacturers, technical issues,
and situations as failed connection as well as crashing of the devices, the
existence of regulations, and the unwillingness to change among medical workers
and patients [6].
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The chapter is therefore a critical inquiry into all the benefits and challenges of
the IoT integration in healthcare. IoT features include real-time monitoring,
automation, and patient outcomes that will further transform health care. IoT
assists in gathering data in a seamless manner through connecting sensors and
software to enhance decision-making by healthcare professionals. Thus, the given
paper discusses the integration of the IoT into health care and elaborates on the
opportunities and limitations of such integration. It demonstrates how IoT is
influencing the distance-delivery of health care toward individualization,
automation, and general reduction of costs. It talks about issues related to IoT in
terms of security, compatibility of specifications, technical concerns, regulation,
and ethics. Finally, the paper discusses potential methods and future outlook
concerning the mitigation of the barriers that will enable effective deployment of
the IoT in health care.

LITERATURE REVIEW

Smart Devices for Patient Monitoring

The advent of smart devices for constant monitoring of patients' vital signs and
health parameters inside the healthcare facility or from the comforts of home has
revolutionized patient monitoring with the Internet of Things [7]. The smart
devices themselves have been referred to as smart objects, having sensors and
communication capabilities with which they perform the activities mentioned.

Smart wearables include devices such as fitness trackers or smartwatches that can
monitor various body parameters such as heart rate, blood pressure, activity
levels, and sleep patterns. Device categories that also include more sophisticated
devices, such as continuous glucose monitors for diabetic patients, smart inhalers
for asthma patients, and ECG monitor wearables for cardiac patients [8]. Patients'
live data are then wirelessly beamed to their managing healthcare providers for
perusal. Hence, healthcare providers can monitor the conditions of their patients
remotely and continuously.

For example, smart bed systems in a smart hospital are sets of smart beds fitted
with sensors that can detect movement and pressure points of the patient and can
call for help if the patient tries to leave the bed on their own. A smart infusion
pump can automatically calculate drug dosage and thus reduce some medication
errors [9]. Continuous monitoring of multiple vital signs has been made possible
with an advanced development in proactive systems that can provide alerts to
caregivers for any deviation from normal parameters.

Such smart home sensors can recognize elderly daily activities, medication
adherence, and even falls, and afford to relieve the burden of worries for old
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Abstract: Timely diagnosis also results in improved patient outcomes. This is due to
the fact that the sooner brain tumours are detected, the more successful the treatment
will be and the higher the chances of accurate diagnosis. The working model that is
suggested in this study, therefore, aims to utilise higher-order algorithms in the
machine learning-based and deep learning models to interpret medical imaging data,
specifically MRI scans, to detect brain tumours at an earlier stage. The system will be
able to identify patterns and anomalies that have been overlooked by the other
techniques by integrating Al techniques into the system, and accelerate and enhance
diagnoses. The chapter describes the importance of Al-based early detection in the
survival rates, treatment choices, and healthcare costs. It also brings up the concept of
Al in minimizing errors that could have been coupled with the diagnosis and the faster
clinical decision-making process. The impact of Al models on improving diagnostic
precision will be reflected in the resultant better patient outcomes for healthcare
professionals, as it prepares a robust tool for early intervention.

Keywords: Al-driven diagnosis, Al in radiology, Automated diagnosis, Brain
tumour detection, Convolutional neural networks (CNNs), Clinical decision
support, Deep learning, Diagnostic accuracy, Early detection, Feature extraction,
Healthcare Al, Image segmentation, Machine learning, Medical image processing,
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INTRODUCTION

Early detection of a brain tumour is critical to enhance the prognosis and quality
of life for the patient. Brain tumours, whether benign or malignant, are a serious
challenge to the healthcare community because of their complexity, location, and
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vastly diverse presentation. Advances in medical technology have opened new
possibilities for upgrades to diagnostic procedures and brought artificial
intelligence forward as the panacea in the neuro-oncology field. With the power
of Al, specifically ML and DL algorithms, vast amounts of medical data could
now be scanned more rapidly and accurately, meaning that brain tumours may at
last offer new hope for early detection and hence treatment.

Fig. (1) shows some of the most important keywords relevant to Al-driven brain
tumor detection. Traditionally, CT scans, MRI, and biopsies were the gold
standard in the diagnosis of brain tumours. However, they are confined by
subjective human interpretation and therefore tend to be susceptible to human
error. Since the experience of radiologists and physicians differs, diagnoses may
sometimes become inconsistent, especially for a small or early-stage tumour. In
fact, the possible substitute Al provides to the task of analysis is through
automation and identification of subtle patterns and anomalies in imaging data
that cannot be seen by the human eye. Al owns substantial analytical capability
over vast datasets and the detection of complex patterns, which well qualifies it
for the application of medical imaging. Deep learning models, especially
convolutional neural networks, have proven very promising for image
classification tasks, like tumour detection in MRI scans. Since these models can
be trained on very large datasets of labelled medical images, they will learn the
features by which brain tumours are differentiated and then apply them to new,
unseen cases. With the steady evolution of Al the scope of its applications in the
early detection of tumours is becoming increasingly wide-ranging, and therefore,
this will have a significant impact on patient care. The most compelling advantage
of Al in detecting brain tumours lies in making the diagnostic accuracy more
precise. Generally, the determinant of proper treatment is the timing and accuracy
of diagnosis because it gives input for early treatment. In addition to that, size and
location measurements with more accuracy, plus growth rates of the tumour, are
necessary in determining the appropriate therapeutic choice. Other than that, Al
reduces the chance of false negatives and false positives, which in turn results in
fewer non-therapeutic biopsies or a delay in diagnosis. The imaging application
has an additional capability to provide faster diagnosis and lower the time needed
for a final diagnosis. Generally, there are several sessions of imaging that take
several consultations and manual analyses before a diagnosis is reached, and thus,
treatment may be delayed. With Al systems, however, it is possible to analyse and
process imaging data in real-time, which eventually leads to quicker diagnosis and
quicker clinical decision-making. This speed, coupled with its aggression or rapid
growth, is particularly important in such tumours, and early treatment may show
considerable improvement in the patient’s prognosis. The integration of Al in the
clinical process will help alleviate some of the pressure on healthcare
professionals. Radiologists and oncologists view large amounts of imaging data
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that are cumbersome and laborious to review one by one. Automating this
analysis of the images will be able to provide Al systems to help doctors identify
those cases that deserve close attention so that doctors can focus on the primary
care of the patient. It may enhance the process so that both efficiency and
accuracy may be increased in diagnosis. In spite of such expectations, there are
numerous impediments that should be surmounted before it can be implemented
in everyday clinical practice. Another significant difficulty is in sourcing large,
annotated datasets of large size and good quality to put one of these Al models
into practice. Medical images are commonly multifaceted and multiple; thus, it
not only takes a significant amount of work but also expertise to make such large
labelled datasets. This is in addition to issues of generalizability of the Al models,
as they will differ in the imaging protocols, equipment, and patient demographics.
The other threat that the Al systems encounter in a clinical setting is validation
and regulatory approval. Any Al system used in patient care must be fully tested
in medical practice to ensure the safety, accuracy, and reliability of the system.
This would entail trans-disciplinary work of Al designers, health care providers,
and regulatory agencies in making clear standards and guidelines on the use of
Al-based diagnostic tools. It is also important to be clear and responsible in the Al
decision-making processes, where the physician must have an opportunity to trust
the output generated by Al systems. Nevertheless, the advantages of the Al-driven
brain tumour early detection are indisputable. Al has the possibility to totally
reform the way in which brain tumours are diagnosed and treated by enhancing
the accuracy of diagnosis, reducing the time spent on diagnosis, and assisting
healthcare professionals with decision-making processes. With the advancement
in Al technologies, the future of neuro oncology is expected to face more
indispensable roles with Al in helping the healthcare system to have better patient
outcomes and relief in subsequent burden.

LITERATURE REVIEW

Zhang and Li (2023) detail deep learning techniques applied for the classification
of brain tumours, drawing attention to how CNN may also help in providing
insight into improvement in diagnostics. Discussion on limitations in the quality
of data and the need for standard metrics of evaluation underlines the need for
robust training datasets to perform reliably [1]. Mao and Huang argued that there
is integration of multiple machine learning algorithms in brain tumour detection,
yet they insist on the integration of hybrid models that combine traditional
methods with Al methods. “Importance has also been given to the point of model
interpretability, with a need for additional research in this respect to overcome the
challenges associated with Al implementation in clinical settings,” they added [2].
According to Kumar and Sharma (2023), Al, in many ways, is transformative for
radiology and creates room for many possibilities in reducing errors during
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Abstract: The chapter addresses the idea of affective search in order to meet the
emotional needs of patients, which is more convenient and customized to communicate
with the digital world. Specifically, the opportunities of the application of emotional
maps to choose multimodal content based on the existing emotional state of the patient
are examined. It is particularly true in cases of treating complicated diseases, e.g.,
oncology, where the emotional aspect is significant. The valence and arousal measures
are used to measure emotions. Valence defines the level of attraction or repulsion of a
particular object or event, which is between negative and positive. Arousal is a
physiological and psychological process of wakefulness, which shifts to a passive one.
These metrics allow you to create a map of the patient's emotions in two-dimensional
space, which serves as a tool for analysing and selecting appropriate content.
Emotional patient maps are becoming a necessity for effective analysis and selection of
multimodal content, which contributes to a more harmonious interaction with the
digital world. In conditions where patients, especially cancer patients, often need
psychological support, personalized selection of content based on emotional maps is a
strategic step in improving the quality of treatment and meeting the emotional needs of
patients. Thus, the development of emotional patient maps for organizing the emotional
search of multimodal content plays a key role in creating a personalized and convenient
treatment plan, which is an important step in the development of the future, focused on
meeting the emotional needs of patients.

Keywords: Affective computing, Affective search, Attention mechanism,
Chronic illness support, Emotion-aware systems, Emotion classification,
Emotion-driven content adaptation, Emotion recognition, Emotional maps,
Emotional well-being, Human-computer interaction (HCI), Multimodal content,
Patient-centred care, Personalized recommendation, Recurrent neural network
(RNN), Support vector machine (SVM).

" Corresponding author Diana Bogdanova: Department of Computational Mathematics and Cybernetics, Ufa
University of Science and Technology, Ufa, Russia; E-mail: dianochka.bogdanova@gmail.com

Suresh Kaswan, Rahul Bhandari, Sandeep Singh Kang, Diana Bogdanova & Reshma Khan (Eds.)
All rights reserved-© 2026 Bentham Science Publishers


mailto:dianochka.bogdanova@gmail.com

246 Cognitive Computing for Intelligent Decision Bogdanova and Shakhmametova

INTRODUCTION

In recent decades, the active development of affective computing technologies has
opened new horizons for creating systems capable of recognizing and accounting
for the human emotional state. Such systems find applications in various fields
ranging from entertainment and education to corporate solutions. Nevertheless,
affective technologies are of special significance in medical practice, when the
emotional condition of a patient is directly associated with the quality of life, the
efficacy of treatment, and the dynamics of treatment as a whole [1]. In modern
digital medicine, personalized technologies are becoming more and more popular
to increase the quality of treatment and the psychological well-being of patients
[2]. The customized choice of multimodal material according to the emotional
state of the patient, according to the emotional maps, is one such approach. Such
maps, depending on the valence and arousal metrics, enable a better interpretation
of the current emotional state of a person and the necessary adjustment of the
content of the media offered as a part of the digital support services. The method
is especially applicable when it comes to handling complex and psychologically
complicated illnesses like oncology [3]. Patients who are receiving long and
tedious treatment usually go through a broad spectrum of negative emotions, such
as anxiety, depression, and emotional burnout. Under such situations, tailored
media content that fits the prevailing mood can form a significant component of
holistic care to alleviate stress, improve mood, and increase the quality of life.
The two-dimensional model is the emotion maps that involve valence as a
spectrum between negative and positive perception and arousal as passive and
active [4]. Using such maps will provide an opportunity to not only evaluate the
feelings of the patient, but also develop personal recommendations regarding the
selection of visual, auditory, and textual material - films and music, motivational
and relaxation programs, etc. Therefore, the synthesis and use of the emotional
maps of patients create new perspectives of research within the sphere of affective
interaction with digital systems and become a significant instrument for the
development of individualized treatment plans aimed at addressing the emotional
requirements of the person. This trend is a synthesis of the success of medicine,
psychology, and information technology and opens the path to a more humane
and efficient treatment [5].

Overview of Existing Approaches

This part of the paper is a review of the existing approaches and studies on
emotion recognition and analysis, which have been developed on the basis of
physiological indicators and multimodal data. Studies describing different
approaches to feature extraction and processing, as well as methods for
classifying emotional states, are presented.
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The authors of a study on the effect of liking on media content features such as
arousal and valence, using signal processing and pattern recognition [6]. The
features were obtained from EEG wave decomposition, pairwise functional
connectivity, and graph-theoretic measures. Classification is performed between
high/low categories of each of the arousal, valence, and affect scales in three
different cases of musical liking. The study shows that liking affects the
classification performance as well as the temporal dynamics of emotional
experience on these features. The paper also analyzed EEG usage patterns and
specific aspects of brain activity at different levels of sympathy expression. This
showed the importance of high-frequency EEG bands and hemispheric features in
emotion recognition.

The authors of another study propose to predict personalized emotion perception
from images for each individual viewer [7]. The study provides different types of
factors that can influence personalized emotion perception and presents a multi-
task hypergraph learning to combine these factors in a consistent manner. The
authors created a large-scale dataset of emotions in Flickr images, called Image-
Emotion-Social-Net, for both dimensional and categorical representations of
emotions. Experiments conducted on this dataset show that the proposed method
can achieve significant performance gains in personalized emotion classification
compared to other state-of-the-art approaches.

A study investigates the process of recognizing emotions in musical pieces [8].
The paper proposes an evidence-based personalized model for music emotion
recognition. The authors used IADS (International Affective Digitized Sound
system), a set of acoustic emotional stimuli for experimental emotion research,
and also built two predictive models, ANN1 (based on EEG recordings of a
standardized group) and ANN2 (based on audio data). Both models were trained
using an artificial neural network. The authors then collected EEG recordings of
subjects while listening to selected IADS samples and applied ANNI1 to determine
the emotion vector. Using the general model and the corresponding individual
differences, a personalized “N” model was constructed. In the test phase, given a
musical object, the following processing steps were performed: extracting features
from the musical audio content, applying ANN2 to compute the vector in the two-
dimensional arousal space and the valence of emotions, and applying the
transformation matrix “N” to determine the personalized emotion vector.
Moreover, with respect to the moderated musical object, a sliding window on the
musical object is applied to obtain a sequence of personalized emotion vectors.
These predicted ones represent the emotion trace to identify the dynamics in the
affective content of the musical object.
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